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ABSTRACT 

Active and passive radio frequency imaging techniques such as synthetic aperture radar are an important 
tool in military intelligence gathering in a wide range of specific applications. Such sensors have hitherto 
been fielded singly or at most in bistatic pairs, however there are substantial benefits in operating a larger 
number of sensors together. Recent advances in the technology of small unmanned aerial systems (SUAS) 
and sensor component technologies have made this conceivable for the first time. This paper provides an 
insight into the use of distributed radio frequency imaging techniques using a small swarm of airborne 
sensors. Theoretical analysis and numerical methods are used to show how the quality of spatial, temporal 
and spectral information developed is increased by the use of multiple sensors, and how the information 
generated may be controlled through the organisation and motion of the sensors in the array – the basis of 
future autonomous operation in which the array is self-optimised according to the intelligence task and the 
environment. Initial imaging results based on computer simulation are included in the paper; the first test 
flights are due to be undertaken around the time of the meeting. The paper also provides an overview of the 
practical aspects of realising active and passive radio frequency imaging with a swarm of aircraft – the 
challenges of the compact coherent sensor technology, the practicalities of installing and operating RF 
sensors on SUAS, and the signal processing techniques involved in generating imagery. 

1.0 INTRODUCTION 

Remote intelligence gathering has always been a critical aspect of military and security operations, and 
airborne sensors operating against the ground environment an important tool in achieving this. In the Cold 
War and Gulf War eras it was sufficient to have sensors that could locate and classify large military 
formations, and the emphasis was in achieving long detection range, wide spatial and temporal coverage, and 
low reporting latency. The current military and security threat is substantially different with the emphasis on 
countering insurgence, counter terrorism and smaller scale military activities. The ground environments 
within which intelligence has to be gathered has also changed with an emphasis on semi-urban and urban 
areas, surveillance into compounds, inside buildings and even into underground facilities. This requires 
intelligence gathering systems capable of delivering very high levels of information to distinguish the 
presence and activities of adversaries from those of the surrounding population, and capable of penetrating 
and interpreting very complex environments. 
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Figure 1: Suspicious objects within a building - from UK MoD CDE ‘What’s inside that building?’ 

Active and passive radio frequency imaging has properties that are particularly well suited to military 
surveillance – operation in all weathers, penetration of obscurants, operation at night, the ability to penetrate 
the ground, foliage and man-made structures, and specific capabilities such as directly sensing motion and 
small scale changes in the environment. Radio frequency imaging sensors are thus a useful complement to 
optical sensors and the disadvantages of radar sensors – poorer spatial resolution and more difficult 
exploitation – are accepted in order to obtain wider benefits, particularly flexibility of operation. 

Radio frequency imaging sensors have hitherto been fielded singly or sometimes as a bistatic pair, because 
of the high cost of the sensors themselves and that of the manned or unmanned aircraft on which they are 
hosted. There are, however, substantial benefits in interoperating radio frequency sensors in larger numbers, 
as part of a sensor swarm. These benefits exceed the scaling of capability achieved with swarms of optical 
sensors as data can, in principle, be combined coherently across the sensor array to realise substantial 
enhancements in spatial sensing capability. Thus bringing together radio frequency imaging technologies and 
sensor swarm concepts not only increases the operational flexibility of the swarm and scales the throughput 
of a single radio frequency sensor, but substantially increases the interpretability of radar imagery. 

QinetiQ is currently undertaking a research and demonstration project under Dstl’s Disruptive Capabilities 
portfolio, in which we are developing miniature active/passive, coherent radio frequency imaging sensors, 
sufficiently small be flown on large quadcopters, and signal processing techniques to exploit the sensors as a 
single, distributed, moving and morphing, coherent sensing system. We are working towards an initial 
demonstration in September 2016, probably using three airborne sensors, but the sensors and aircraft are 
sufficiently cheap to deploy as a larger sensor swarm in future work. This paper provides an insight into this 
project. 

The next two sections provide a brief introduction to radio frequency imaging and explain the challenges of 
using it in difficult environments such as compounds, buildings and underground facilities. Section 4 
identifies diversity of measurement from a swarm of sensors as a key aspect of imaging in these situations, 
and shows how the performance of a distributed sensing system may be predicted. Section 5 addresses the 
sensor and platform technologies required for a sensor swarm and describes the sensor system currently 
being developed for Dstl. Section 6 provides an overview of forthcoming experimentation and demonstration 
work applying this system to the problem of remote sensing in challenging environments. 
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3.0 RADIO FREQUENCY IMAGING IN CHALLENGING ENVIRONMENTS 

The primary challenges in developing and operating an RF imaging system are energy and information – 
detecting objects in the presence of system noise and co-channel interference, and obtaining sufficient 
information to overcome the complexity of the environment and realise usable intelligence. The energy 
challenge equates to that of obtaining sufficient signal to noise ratio at the required operating range; the 
information challenge equates largely to that of obtaining sufficient spatial resolution, although the system 
may also resolve in other domains. Operating frequency is the most important system design variable 
altering the balance between energy and information. 

For a given synthetic aperture time, angular resolution is inversely proportional to frequency, i.e. finer 
resolution is achieved at higher frequency. While there is no direct relationship between radial resolution and 
frequency, it is generally easier to achieve wider bandwidth and thus finer resolution at a higher frequency. 
However, it generally becomes more difficult to generate high transmitter powers as frequency increases and 
propagation and system losses also rise, reducing the signal to noise ratio achievable at a given range. For 
systems operating in an open environment with direct line of sight to target objects, subject only to 
tropospheric propagation losses, a frequency of around 10GHz is typically used for very long range, stand-
off systems, and higher frequencies up to around 30GHz for shorter range systems. 

The changing nature of military operations discussed earlier has resulted in less emphasis on intelligence 
gathering in open conditions and a greater emphasis on surveillance of challenging environments – under 
foliage, in congested urban areas, and even inside buildings. RF imaging systems operating at 10GHz or 
higher have only limited ability to penetrate man-made and natural structures, making them less well suited 
to emerging intelligence needs, and systems operating at lower frequencies more suitable. Systems have been 
developed to operate at frequencies as low as 100MHz for specialised applications and useful capabilities 
have been demonstrated for relatively simple problems and environments, for example detecting man-made 
objects under foliage. However, many environments that are challenging from a propagation perspective are 
also extremely complex, for example a building interior. Tackling such complexity demands very fine spatial 
resolution. This is not achievable at frequencies as low as 100MHz and frequencies in the 300MHz to 3GHz 
range generally represent a better compromise. 

The choice of an optimum radio frequency for surveillance in a challenging environment pre-supposes that 
spectrum is available in which the system may be operated without interfering with or suffering interference 
from other users of the spectrum. This turns out to be a massive issue as the surveillance systems are 
competing with modern communications systems – radio and television broadcast, cellular communications, 
wireless networks and other forms of short range communication – that have identical requirements of wide 
bandwidth and the ability to penetrate man-made and natural structures. There is virtually no available 
spectrum in the 300MHz to 3GHz range over which an active RF imaging system designed to cope with 
challenging environments would naturally be operated. One obvious solution is to move from active 
surveillance systems to passive systems that exploit, on a non-cooperative basis, the same communications 
emissions that preclude active surveillance. Another viable approach is to adapt the operation of an active 
system to utilise whatever spectrum is available in a particular situation. It may be even be possible to utilise 
adaptive active and passive approaches simultaneously. 

Thus RF imaging systems designed to operate against challenging environments will operate at lower 
frequencies than those designed principally for imaging in open conditions, and will adapt operation 
according to local use of the spectrum, employing active and/or passive imaging techniques as appropriate. 
Regardless of the technique employed, the challenges in developing such a system will be energy and 
information – choosing a frequency at which propagation through the environment is sufficiently favourable 
to meet the energy challenge, and then maximising the information gathering ability of the system. The key 
to maximising information turns out to be measurement diversity which is the subject of the next section. 
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Figure 9: Point spread function prediction for bistatic SAR 
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Figure 10: Point spread function prediction for multistatic SAR operated with multiple imaging legs 

Performance prediction of this type pre-supposes that measurements from the individual sensors can be 
combined in a coherent manner. This is dependent on the entire multi-platform system being stable to a 
fraction of a wavelength, and on the performance of the navigation, timing and frequency reference 
instruments and processing techniques used to achieve this. These issues were discussed earlier in section 2 
of this paper. The remainder of this paper describes a multi-platform, active/passive RF imaging system 
being developed for UK MoD for experimentation and demonstration purposes. Establishing coherence is 
one of the major challenges to be addressed, and practical performance limits are yet to be established. 
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6.0 SUMMARY 

Radio frequency imaging techniques such as synthetic aperture radar are well established for the purposes of 
remote intelligence gathering and are deployed in stand-off roles in aircraft such as the UK’s Sentinel R1, 
and for shorter range operation from unmanned aircraft. The change of emphasis of military operations in 
recent years, towards counter-insurgence, counter-terrorism and smaller scale military activities has raised an 
additional need for intelligence gathering capabilities in challenging environments such as semi-urban and 
urban areas, under foliage, into buildings, and even into underground facilities. 

RF imaging sensors may address these needs but must operate at lower frequencies than existing systems to 
achieve sufficient penetration of energy into the environment. Operating at lower frequency generally 
implies a poorer spatial resolution but, if anything, resolution will need to improve to cope with the extreme 
complexity of such environments. This will require a sensing system operating with a degree of 
measurement diversity – the range of spectral, temporal and geometric conditions over which sensing is 
performed – not achievable with a single, manned aircraft, but potentially achievable with a swarm of small 
unmanned aircraft, operating at close range. The information generated by the swarm is probably best 
represented as a volumetric image, potentially with additional sensed dimensions such as frequency, time or 
aspects of the collection geometry. Numerical methods have been developed to quantify the information-
generating capability of the system in these domains, allowing the effect of different swarm configurations 
and sensor modes to be quantified. These methods are expected to form the basis of algorithms to optimise 
the configuration of the sensor swarm for a specific task. The radio frequencies able to penetrate man-made 
and natural structures are precisely those used by modern communications systems and are not generally 
available for military surveillance purposes. A potential solution is to utilise these communications emissions 
as non-cooperative illuminators for an alternative passive imaging mode. These ideas lead to the concept of a 
distributed, coherent, active/passive RF imaging system, hosted on a swarm of unmanned aircraft, adapting 
the swarm configuration and sensor operation to the prevalent physical and RF environments. 

In the last few years, the technologies have become available to realise the distributed, coherent RF sensing 
concept. QinetiQ is currently developing such a system for UK MoD for experimentation and demonstration 
of RF imaging concepts, operating against challenging environments. The system is based on a bespoke 
sensor design, realised using state-of-the-art COTS components – wide band software defined radio, a 
powerful single board processor, solid state mass storage, a chip scale atomic clock and a navigation system 
comprising GPS and a MEMs inertial measurement unit. Facilities are provided to achieve coherence 
between multiple sensors using dedicated timing waveforms broadcast between the sensors. The sensor is to 
be flown on large multi-rotor aircraft or operated static on the ground in test configurations comprising up to 
six aircraft and seven sensors. Operation of the swarm of aircraft and sensors in the initial experimentation 
and demonstration programme is to be pre-planned, but may later be extended to a more sophisticated, self-
optimising approach. This programme represents the first attempt, of which we are aware, to develop a 
distributed RF sensing system of this type. While extremely challenging, the programme is expected to 
advance military sensing capability at many different levels – sensor technology, distributed sensing 
techniques, operation and optimisation of sensor swarms, and application to specific military intelligence 
problems in the challenging environment likely to be encountered in future military operations. 
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